CCNA Semester 4


4.3.1 Password Authentication Protocol
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Objectives:

· Learn how to set PPP encapsulation on a router

· Learn how to configure point to point links on routers using PPP and PAP (Password Authentication Protocol)

· Debug the authentication process using PAP
Background: 

This lab will teach students how to configure the PPP using PAP.  PAP provides a simple method for a remote node to establish its identity, using a two-way handshake. After the PPP link establishment phase is complete, a username/password pair is repeatedly sent by the remote node across the link until authentication is acknowledged or the connection is terminated.

PAP is not a strong authentication protocol. Passwords are sent across the link in clear text, and there is no protection from playback or repeated trial-and-error attacks. The remote node is in control of the frequency and timing of the login attempts.  

Definition:

Password Authentication Protocol (PAP)—Is an authentication protocol that allows PPP peers to authenticate one another. The remote router attempting to connect to the local router is required to send an authentication request. Unlike CHAP, PAP passes the password and host name or username in the clear (unencrypted). PAP does not itself prevent unauthorized access, but merely identifies the remote end. The router or access server then determines if that user is allowed access. PAP is supported only on PPP lines. 

Router Connection and Initial Configuration:

· Setup two routers with a serial back-to-back cable on S0 ports on both routers (DCE end on PPP_A)

· Setup host names on both routers

· Host router- PPP_A

· Remote router- PPP_B

· Set router PPP_A’s S0 for DCE, using clock rate 1000000

· Assign IP addresses to:
· PPP_A S0:  172.30.1.1 255.255.255.0

· PPP_B S0:  172.30.1.2 255.255.255.0

Step 1:

Use Ping to ensure connectivity by pinging between routers.

Step 2:

What is the default encapsulation on Serial links on Cisco routers? 

Enter into the interface mode for the Serial0 port and set the encapsulation to PPP using PAP.  Remember that PPP must be configured on both routers.  

PPP_A(config-if)# encapsulation ppp

Bring up the line with PPP and use ping to verify connectivity.

Is authentication required when using PPP?    _______________

Step 3:

Create an entry in your local “user” database for the opposite end router.

Enter global configuration mode and configure a username and password so PPP_B  will be able to authenticate to PPP_A

PPP_A(config)# username PPP_B  password cisco
PPP_B(config)# username PPP_A  password cisco
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 (where the name is the name of peer router, and the  password is the password configured to be sent by the peer router)

.

note that both name and password are case sensitive!

See which ppp authentication options are available.
PPP_A (config-if)# ppp authentication ?

Record the output below.

__________________________________________________


Now configure for PAP authentication

PPP_A(config-if)# ppp authentication pap
Step 4:

Now configure each router to send its username and password in order to authenticate to PPP_B.

PPP_A(config-if)# ppp pap sent-username PPP_A password cisco
PPP_B(config-if)# ppp pap sent-username PPP_B password cisco
(with name being the name of the router that your currently working on and a password that has been configured on the peer router).

Step 5:

Once you have enabled PPP encapsulation and PAP authorization on both routers, ping from PPP_A to PPP_B.  Was the ping successful?

________________________________________________

If the ping is unsuccessful, make sure the passwords are correct on both routers.  Then proceed to Step 7, enable debugging, and use the information to determine where the problem is.  Do not proceed to Step 8 until you have connectivity between the routers.

Step 6:

Enable debugging for the ppp authentication process on both routers.

PPP_A# debug ppp authentication 

Step 7:  

Break the serial link between the two routers by pulling a v.35 cable from S0 or S1 on either router.  Be careful on this step!  Wait for the interface to go into a down state before proceeding to Step 9.

Step 8:

Plug the v.35 cable in to reestablish the connection and view the debug output of PAP authentication.

Does the output indicate success or failure? __________

Is this a one-way authentication or a two-way authentication between PPP-A and PPP_B?_________________

Record the debug output below.

Step 9:

Delete the username or password on both routers.

PPP_A(config)# no username name password password 

Configure an incorrect username or password on both routers.

PPP_A(config)# username wrong_name password
wrong_password

Step 10:

Un-plug one of the serial port V.35 cables between the routers and wait for the interface to shutdown.  Then plug it back in and view the authentication process displayed in the debug output.

Does the output indicate success or failure? ___________

How would this debug output help solve authentication problems?

________________________________________________

Record the debug output below.

Notes:
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